5.5 Digital Security

Starter: (Find a example image for each below, this could be a brand product or screenshot of the security)


Anti-Virus and Anti-spyware 



Usernames and passwords



Firewalls inc Packet filtering, Inspection and Proxy’s)



Permissions (define read-only/read-write)



Encryption








When complete, answer the exam question on the example of a bank :
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[bookmark: _GoBack]When complete, check against the mark-scheme below to mark yourself/partner.




Mark Scheme:
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Explain the measures Progress Mutual should consider when securing customers’ data.

‘Your answer should include physical and digital security measures.
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Question Answer Marks Guidance
3 Indicative content: T10] | Levels of response marking approach.
Digital Security

o Installing and regularly updating anti-virus 7-10 | Has shown a detailed level of understanding by

software. marks | explaining physical and digital measures Progress

« Having firewalls to secure external lines. Mutual could implement to keep customers data

¢ secure. The leamer is able to provide a clear

«  Ensuring users have complex passwords and explanation of both physical and digital security

change them regularly. measures. Relevant examples will be used to

« Encrypting data on volumes so can't be read if support explanation and ideas will be expressed

lostistolen. clearly and fluently.

* Any other valid suggestion. There is a well-developed line of reasoning which

y " is clear and logically structured. The information
P"V’”:' Seourity 10510p cust ) presented is relevant and substantiated.

¢ Privacy screens to stop customers seeing 346 | Has shown some understanding by describing

sensitive data. marks | physical and digital measure(s) Progress Mutual

« Keeping server room/data centre locked to could implement to keep customers data secure.

prevent unauthorised access. Some examples used to support description may

o Having a fire monitoring system and non- not be relevant and may at times detract from

destructive fire suppression system. fluency of narrative.

« Any other valid suggestion. There is a line of reasoning presented with some
structure. The information presented is in the
most-part relevant and supported by some
evidence.

73 | Has identfied points relevant to physical and

marks | digital measures.  Limited use of examples to
‘accompany description and ideas will be poorly
expressed.
The information is basic and communicated in an
unstructured way. The information is supported
by limited evidence and the relationship to the
evidence may not be clear.

0 [ Nothing worthy of credit

marks






ity

T




